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Abstract
Internet disruptions are unpredictable events with potentially harm-

ful societal and economic consequences. The Border Gateway Proto-

col (BGP) offers a valuable vantage point for their timely detection

in the form of protocol-level anomalies. Yet, anomaly detection

pipelines in BGP still suffer from severe limitations, such as need-

ing large training datasets or relying on complex features that are

hard to extract in real time. To address these issues, this paper

introduces MADBGP, a novel anomaly detection pipeline that is

based on (i) a modeling of the Internet as a temporal graph; and

(ii) an anomaly detection algorithm that analyzes such temporal

graph. Our contribution is threefold: (i) we propose a new graph-

based modeling of the AS-level Internet; (ii) we develop and deploy

QuickRIB: a scalable tool for generating temporal graphs from pub-

lic BGP data; and (iii) we extend MAD, a state-of-the-art method

for anomaly detection in temporal graphs, to weighted temporal

graphs and use it to detect real anomalies for the first time. In sum,

MADBGP provides an unsupervised, multi-scale, and near real-time

anomaly detection pipeline that is suitable for both researchers and

network operators. Extensive experiments on ten major BGP events

involving outages and route leaks at different scales demonstrate

that MADBGP significantly outperforms IODA’s BGP results.

CCS Concepts
• Networks → Topology analysis and generation; Network
dynamics; • Computing methodologies → Anomaly detec-
tion.
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1 Introduction
The Internet is the cornerstone of all digital communications, sup-

porting countless services and applications that are integral to
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modern society. Detecting Internet outages is crucial not only for

maintaining a reliable and resilient network, but also for document-

ing disruptive events that may have a societal impact. The research

community has worked on several approaches for identifying such

disruptions, among which the analysis of Border Gateway Protocol

(BGP) data has become particularly prominent [8, 9, 23, 36, 40]. As

BGP is designed to maintain Internet reachability by dynamically

rerouting traffic in response to network failures or disconnections,

the structural changes it reveals provide a valuable source of in-

formation for monitoring and characterizing network events at

large-scale and in near real-time.

BGP anomaly detection has been studied for around three decades.

The authors of [3] classify 20 of the most popular studies based on

the technique used, analyzed BGP attributes, detection efficiency,

and effectiveness to find the source of anomalies, concluding that

most methods present unsatisfactory tradeoffs between processing

times and detection accuracy.

Amajor contribution to the detection of Internet outages is IODA

(Internet Outage Detection and Analysis system) [8], which per-

forms an efficient yet accurate detection by searching for sharp

drops in a time-series representing network connectivity over time.

Namely, IODA continuously monitors BGP and other data sources

to quickly estimate the instantaneous reachability of ASes on the

Internet, so that a sudden drop in value is indicative of a network

disconnection, thus allowing near real-time detection. This sim-

ple approach has proven highly effective in identifying prominent

outages, particularly those resulting from physical infrastructure

failures and Internet shutdowns [8]. However, IODA’s methodology

is less suited for detecting more complex routing anomalies, such

as BGP route leaks due to misconfigurations, which may not man-

ifest as drops in the connectivity time series but can nonetheless

cause significant global routing instability: for example, the Tele-

com Malaysia (AS4788) route leak in 2015 [45] created connectivity

issues at a global scale but as our experiments show IODA is insen-

sitive to it. This should not come as a surprise since the detection

of this type of events requires monitoring of the Internet’s routing

topology and such information is missing in pure time series data.

The most recent works in the domain of BPG anomaly detec-

tion have explored graph-based machine learning methods [23, 40].

These techniques capture AS-level topology but require training,

lack explainability, and ignore the time dimension.

The goal of this paper is to develop a near real-time and unsuper-

vised BGP anomaly detection pipeline that takes into account both

the temporal and structural aspects of the Internet. Yet, this is not a

straightforward challenge, as it calls for (a) new techniques capable

of quickly processing the large amounts of BGP data provided by
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public archives (RIPE RIS and RouteViews); (b) an accurate model-

ing of the Internet’s topology and its evolution from the collected

BGP measurements; and (c) a real-time and unsupervised algorithm

for detecting anomalies in the estimated Internet’s temporal graph,

being capable of taking into account that anomalies can appear at

either the local or the global scale.

To address the above challenges, we propose MADBGP a BGP

anomaly detection pipeline based on two main components: (i)
QuickRIB, a tool for building complete Route Information Bases

(RIBs) at a high-frequency rate; and (ii) an extension of the MAD

algorithm [4] to detect anomalies in weighted temporal graphs

inferred from BGP data. We evaluate MADBGP in a variety of

historical and recent BGP anomalies, using IODA’s BGP results as

a baseline. Our experiments demonstrate that not only MADBGP

successfully identifies outages, but it also detects rerouting events

missed by IODA, pinpointing the impacted ASes.

This work makes the following key contributions:

• We propose QuickRIB, an efficient and extensible tool for

building high-frequency RIBs from public BGP data and

deriving AS-level topologies.

• We introduce the notion of hegemony graphs, a novel mod-

eling of the Internet leveraging the AS-hegemony centrality

metric to correct artificial biases towards vantage points,

resulting in an accurate representation of the Internet in the

form of a temporal graph.

• We extend the MAD algorithm, a state-of-the-art anomaly

detector for binary temporal graphs, to weighted temporal

graphs, applying it to real anomalies for the first time.

• We combine the previous tools into a unified pipeline coined

MADBGP, providing an unsupervised, near real-time, multi-

scale and theoretically sound approach for anomaly detec-

tion in BGP.

• We introduce six new evaluation scenarios that complement

four classically used ones, collectively demonstrating that (i)

MADBGP outperforms IODA BGP results; and (ii) MADBGP

correctly spots the ASes concerned by the anomaly.

• We release the implementation of MADBGP as an open

source library
1
.

2 Background and Related Work
2.1 BGP data processing
Due to the volume and format of data in BGP public archives,

specialized tooling is required to process large amount of data

at a fine granularity. Fonseca [15] proposed a tool for extracting

temporal features from BGP data. A key advantage of their tool

is the RIB update mechanism, which allows for BGP feature time

series extraction at a finer resolution than the publication of RIBs (2

hours and 8 hours for RouteViews and RIS, respectively). However,

this approach does not support processing multiple route rollectors

simultaneously.

This limitation was addressed with BGPview [34] and BML [24],

which, in addition to enabling RIB updates, allow users to define

their own analysis modules to extract features from RIBs. These

tools represent the state of the art but are still hard to use in practice

1
https://github.com/JustinLoye/quickrib

due to the computationally expensive processing of large RIBs. The

analysis modules and RIB updating is de-coupled, meaning that

each analysis module process in batch all RIB entries, which is

computationally expensive due to the large size of the RIB (149

millions entries in our experiment reported in Table 7).

To overcome this performance limitation, BGPCorsaro [34] cou-

ples the RIB state and analysis modules, allowing analysis modules

to be updated incrementally by each BGP update. However this

tool has a limited set of available analysis modules and is hard to

extend due to its complexity and lack of documentation. Thus, it is

hard to build upon it in order to develop new analysis modules or

exploit currently existing ones. In order to provide an alternative

solution, we develop QuickRIB, a new BGP processing tool written

in Python, which we designed to be easily reusable and extensible.

2.2 BGP anomaly detection
BGP anomaly detection research has evolved through several ap-

proaches. Early works focused on detecting outliers in BGP mes-

sage time-series statistics using techniques like wavelet analysis to

identify sudden changes in message volume or inter-event times

[31, 33, 38]. While these unsupervised, real-time methods are prac-

tical for deployment, they make strong assumptions that limit de-

tection accuracy.

More recent supervised approaches feed multiple BGP attributes

to pre-trained classifiers [12, 14, 21, 22]. However, they require ex-

tensive labeled data and struggle with previously unseen anomalies,

necessitating costly retraining that breaks real-time constraints.

The unsupervised IODA pipeline [8] achieves state-of-the-art

outage detection by monitoring AS reachability [8, 35]. Yet it re-

mains insensitive to topology-altering anomalies like route leaks.

Recent work shows that AS topology features enhance detection

accuracy: graph-level features like spectral properties outperform

statistical features for hijacking detection [25], while local graph

metrics, such as centrality and eccentricity, prove beneficial [40].

Graph neural networks (GNNs) have emerged for automatic

topological feature extraction, either through end-to-end training

on labeled anomalies [30] or by generating node embeddings for

supervised classifiers [23]. GNN architectures consistently outper-

form statistical methods.

Despite these advances, current graph-based approaches face

three key limitations: (i) supervised modules requiring extensive

labeled data that miss novel anomaly types; (ii) time-consuming

feature extraction incompatible with real-time Internet-scale de-

ployment; and (iii) neglect of AS temporal graph dynamics, which

provides complementary information to static topological analysis.

This work addresses these limitations through a comprehensive

anomaly detection pipeline.

2.3 The MAD algorithm
We hypothesize that BGP anomalies can be better detected if both

the graph and the temporal aspects of the Internet are taken into

account. Thus, calling us to search for the anomalies directly on

the Internet’s temporal graph. The topic of anomaly detection in

temporal graphs is a highly active research area in the domains

of data mining and machine learning, with numerous approaches

proposed in recent years [7, 20, 26, 28, 32, 43, 46]. In a nutshell,

https://github.com/JustinLoye/quickrib
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Figure 1: Illustration of anomaly detection in temporal
graphs. Algorithms can be seen as black-boxes that assess
the anomaly level of a query structure based on its history.

algorithms in this field can be seen as black-boxes that receive two

inputs: (i) a query structure at a given time (node, edge, graph); and

(ii) historical data. Then, they output an anomaly score assessing

the extent to which the observed query can be explained from the

past data, producing a larger score the less it can be explained. See

Figure 1 for an illustration. As detailed in [4], algorithms proposed

in the literature essentially differ in the types of queries, contexts,

and anomaly definitions that they work with, with each algorithm

corresponding to a particular combination.

While most algorithms for anomaly detection in temporal graphs

are limited to handle queries of one specific type (either nodes, edges

or graphs) and struggle to cope with unpredictable graph dynamics,

the recent work of [4] proposed amore general methodology, coined

Multi-Scale Anomaly Detection (MAD), that tackles the above two

issues. Namely, it accepts arbitrary time-stamped subgraphs as

queries, meaning that it contains edge, node, and graph anomaly

detection as particular cases; and account for the data uncertainty

through an scoring mechanism rooted in a probabilistic multi-scale

analysis of temporal graphs, which labels a query as abnormal only

when the system’s inherent uncertainty cannot explain it.

Through an extensive empirical evaluation, the authors of [4]

showed that their MAD method is not only more flexible in the

types of queries it can assess, but is also much more flexible in

the types of anomalies it can detect, significantly outperforming

state-of-the-art alternatives without imposing any a-priori on the

topology of the anomalies. These qualities make theMAD algorithm

a very promising approach to address the BGP anomaly detection

challenge. Yet, it suffers from one drawback that hinders its applica-

bility in the BGP context: it was conceived in the context of binary

temporal graphs, where edges can only be either active or inactive.

In Section 3.2, we show that it is important to consider edge weights

when modelling the Internet as a dynamic graph, as they help us

to correct biases. Thus, to carry the success of MAD into the BGP

context, it is necessary to adapt its scoring mechanism to cope with

temporal graphs with weighted edges. This is a situation that we

also address in this work.

3 Methodology
Figure 2 illustrates the overall architecture of MADBGP, our pro-

posed pipeline for anomaly detection in BGP. It consists of three

main steps: (i) collection of publicly available raw BGP data; (ii)

inference of the Internet’s temporal graph from the collected BGP

data; and (iii) unsupervised and near real-time identification of local

and global anomalies in the Internet’s temporal graph. The rest of

this section details these steps.

3.1 QuickRIB: BGP data processing
We analyze historical BGP data collected from BGP Route Collectors

(RCs) where volunteer ASes connect to and act as Vantage Points

(VPs) by providing their view of the Internet topology. Specifically,

VPs provide two types of BGP data: RIBs and updates. RIBs are
full dumps of VPs’ routing tables and are only available at a low

temporal resolution (8 hours for RIS), which is longer than most

of the outages we consider. RIBs can be reconstructed at a higher

temporal resolution by combining them with BGP updates, which

are incremental high-frequency (ms) changes to the RIB. In order

to streamline this process and efficiently handle the large amount

of collected BGP data, we developed QuickRIB.

The goal of QuickRIB is to provide a Python framework for

high-frequency Internet-wide analysis in near-realtime. Unlike pre-

vious tools that require to analyze entire RIBs at the end of each

time window [24, 34], QuickRIB leverages the subject (RIB) - ob-

server (analysis module) pattern [18] to incrementally compute the

changes induced by each BGP update.

For example, our analysis module inferring Internet topology

snapshots every five minutes only processes the number of BGP

updates of the last five minutes. This is between two and three

orders of magnitude less data to process than simple methods that

batch process all the RIB entries (Table 7). Figure 3 illustrates the

implementation of this module using QuickRIB. Different data struc-

tures, represented as tables, are required to achieve the hegemony

computation (subsection 3.2): “Paths count” for the betweenness

centrality, “IP space” for accounting Internet space deaggregation,

and “Mean” to compute the trimmed mean. A computation step

can either occur for every BGP update or at the end of each time

window (here every five minutes).

QuickRIB minimizes computation at the end of each time win-

dow by updating data structures while processing BGP updates. In

commonly used BGP tools [24, 34], BGP updates are only recorded

in the RIB. Then, at the end of the time window, the entire RIB

is processed to produce large data structure (here “IP space” and

“Paths count”) which is costly and redudant as the RIB is marginally

changing over time. With QuickRIB, these two data structures are

entirely computed only once, at the RIB construction time (warm

start), and then incrementally updated at each BGP update. There-

fore at the end of each time window, costly RIB iteration is avoided

and fewer computation steps are performed.

QuickRIB is designed to be flexible, easy to reuse and to extend.

QuickRIB’s implementation consist of chained observers sharing

a common interface (a BGP update and optional data) that can
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Figure 2: The MADBGP pipeline for anomaly detection in BGP.

Figure 3: Illustration of hegemony-topology computation using QuickRIB or traditional BGP data-analysis tools. The tools
operate at two time scales: (i) on each BGP update to track topology changes, and (ii) at each analysis resolution step (every 5
minutes) to compute the full topology. Each hatched cell represents a modified data point (result of a computation step). The
sizes of the data structures are annotated with gray arrows; typical values are: #Prefixes = 10

6, #Peer IPs = 10
2, #Peer ASNs = 10

2,
and #AS Links = 2 × 10

5.

be reused in other applications. For example, the “IP space” ob-

server of Figure 3 could provide data to another observer or be

used stand-alone. Similarly, the “Paths count” module could use

another observer to weight its paths. An observer requires defining

three functions that react to possible changes in the RIB: i) process

a new RIB entry (RIB construction), ii) process an update announce-

ment and iii) process an update withdrawal. These three functions

share a generic interface which makes QuickRIB observers com-

patible with any stream of BGP data. In our experiments, we use

the popular PyBGPStream library that transforms RIPE RIS and

RouteViews archive data to BGP stream. We also implemented our

own BGP stream provider called pybgpflux, using the data bro-

ker and MRT parser from BGPKIT [47], and verified that results

are consistent with PyBGPStream. We make both QuickRIB
2
and

pybgpflux
3
available to the community.

3.2 Internet’s temporal graph modeling
We pay particular attention to the graph modeling of BGP data.

In the literature [23, 40], topologies are constructed from AS adja-

cency links in AS-paths, which are then weighted by the number

of observed paths, or the size of the associated prefix. However,

we stress that the resulting topologies from these procedures are

not fully representative of the Internet. Indeed, BGP data is heavily

biased toward VPs, which appear on all the paths they report, thus

2
https://github.com/JustinLoye/quickrib

3
https://github.com/JustinLoye/pybgpflux
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artificially inflating their importance in the global Internet struc-

ture. Moreover, the procedures described above are prone to noise,

as VPs frequently disconnect and reconnect to the RC, causing their

entire routing table to be updated.

We propose to address the above issues through the notion of

hegemony graphs: a new AS-level topology modelisation that lever-

ages the AS-hegemony metric as a mean to weight the links of the

Internet graph. The AS-hegemony metric was introduced in [16]

as a robust and unbiased measure of the importance of ASes in the

BGP topology. It computes the so-called betweenness centrality for

each VP, independently, and then takes the average while excluding

extreme values caused by VPs biased toward a given AS.

In formal terms, it is defined as follows: let 𝑛 be the total number

of VPs and 2𝛼 be the ratio of discarded VPs considered to be biased.

Then, the AS hegemony of an AS 𝑣 is defined as:

𝑊 (𝑣, 𝛼) = 1

𝑛 − (2⌊𝛼𝑛⌋)

𝑛−⌊𝛼𝑛⌋∑︁
𝑗=⌊𝛼𝑛⌋+1

𝐵𝐶 ( 𝑗 ) (𝑣), (1)

where ⌊·⌋ is the floor function, and 𝐵𝐶 ( 𝑗 ) (𝑣) is the betweenness
centrality value computed using the paths bound to VP 𝑗 and pass-

ing through AS 𝑣 , where it assumed that such values are arranged

in ascending order so that 𝐵𝐶 (1) (𝑣) ≤ 𝐵𝐶 (2) (𝑣) ≤ · · ·𝐵𝐶 (𝑛) (𝑣).
In this work, we exploit this metric to measure the importance

of adjacency links in the AS-PATH as realistically as possible. We

do it by replacing the term 𝐵𝐶 ( 𝑗 ) (𝑣) with

𝐵𝐶 ((𝑢, 𝑣)) = 𝜎 (𝑢, 𝑣)
𝜎

, (2)

which refers to the betweenness centrality of edge (𝑢, 𝑣), where
𝜎 (𝑢, 𝑣) is the number of BGP paths passing through the AS link

(𝑢, 𝑣), and 𝜎 refers to the total number of BGP paths. The computa-

tion of all adjacency links betweenness centrality illustrates Quick-

RIB ability to efficiently process BGP data. The straightforward

approach is to enumerate all AS paths of the RIB and accumulate

the counts 𝜎 (𝑢, 𝑣) and 𝜎 . Instead, QuickRIB introduces a new data

structure to maintain these counts incrementally as BGP updates

arrive, avoiding the costly RIB iteration.

As proposed in [16], we account for the disparity between paths

by weighting them during the BC computation based on the amount

of associated IP space. Instead of simply using the network prefix

length as in [23], we also consider Internet address space deaggrega-

tion [11, 17] to model more accurately the distribution of advertised

address space.

3.3 Anomaly scoring
The output of our QuickRIB procedure is a weighted temporal

graph. We model it as a function 𝐿 : 𝑇 × 𝑉 × 𝑉 → R, where
𝑉 denotes the set of nodes (ASes), 𝑇 ⊂ N is the set of observed

times, and 𝐿(𝑡,𝑢, 𝑣) =𝑊 ((𝑡,𝑢, 𝑣), 𝛼) represents the AS hegemony

value of the link between 𝑢 and 𝑣 at time 𝑡 . By convention, we set

𝐿(𝑡,𝑢, 𝑣) = 0 if the link was not handled by QuickRIB. Based on this

temporal graph, the question that we aim to address is: how can

we assess, in real-time and in an unsupervised manner, whether

the data observed at time 𝑡 is abnormal? To tackle this question, we

propose to leverage the state-of-the-art MAD anomaly detection

algorithm [4], which (a) is unsupervised; (b) runs in linear time

with respect to the number of analyzed time-stamped edges, or,

in other words, if there are𝑀 edges to analyze during 𝑁 times it

runs in O(𝑁𝑀); (c) can monitor structures at multiple scales; and

(d) has been shown to detect a rich class of anomaly types with

superior performance compared to state-of-the-art alternatives.

Yet, as discussed in Section 2.3, MAD was originally proposed for

binary temporal graphs. Thus, we extend the MAD methodology

to weighted temporal graphs.

To formalize our extension, let us denote the space of possible

relations between ASes by E = 𝑉 × 𝑉 and an arbitrary subset

of them by 𝜙 ⊆ E. Let us also define a query as the subgraph

induced by 𝜙 at time 𝑡 , which we denote Q : 𝑡 × 𝜙 → R, and by

H : [𝑡 − 𝑁, 𝑡 − 1] × 𝜙 → R we refer to the 𝑁 -length immediate

history of the query. MAD is thus an algorithm that evaluates

the anomaly level of Q based on a normality reference extracted

from H . MAD operates as follows: it uses H to establish a relative

ranking of edges according to their probability of appearance. Then,

it assumes that Q is normal if its edges preserve such ranking. MAD

quantifies this through a specialized data structure that measures at

multiple resolution levels how consistent the edge rankings inQ are

with those observed historically, assigning higher anomaly scores to

queries that deviate themost. In [4], this is only developed for binary

queriesQ : 𝑡×𝜙 → {0, 1}, givingMAD a probabilistic interpretation

leveraged to automatically identify the optimal window length𝑁 . In

the extension that we develop next, we mirror the developments of

[4] but we strip-out the binary constraint. We stress that this comes

at the price of losing the probabilistic interpretation, which prevents

us from accessing the stationarity test used in [4] to identify the

optimal window length. Yet, despite this limitation, we demonstrate

in Proposition 1 that our weighted extension preserves the main

asset of the originalMADmethod: it encodes the data into aminimal

set of highly informative coefficients for anomaly detection that do

not involve any loss of information.

Therefore, we define weighted MAD as the following four-step

procedure: (i) setup of a binary-tree data structure for anomaly

detection; (ii) analysis of Q via the data structure; (iii) analysis of

theH via the data structure; and (iv) anomaly scoring by comparing

the analyses of Q andH . We describe these steps next.

Data structure. The first step in constructing the data structure

consists in aggregating the values ofH over the time axis as

𝑓 (𝑒𝑖 ) =
𝑡−1∑︁

𝑘=𝑡−𝑁
H(𝑘, 𝑒𝑖 ), (3)

whichwe do for all 𝑒𝑖 ∈ 𝜙 . Then, we use 𝑓 to sort the elements of𝜙 in

decreasing order of their value in 𝑓 . This is, we attribute the indices

𝑖 of 𝑒𝑖 ∈ 𝜙 so that, 𝑓 (𝑒1) ≥ · · · ≥ 𝑓 (𝑒𝑖 ) ≥ 𝑓 (𝑒𝑖+1) ≥ · · · ≥ 𝑓 (𝑒𝑀 ),
where it is assumed that |𝜙 | =𝑀 . This allows us to rank the edges

based on their relative importance in the recent past, measured

in terms of AS hegemony. Based on this ranking, we construct a

binary-tree data structure for anomaly detection. See Figure 4 for

an illustration. This data structure associates each 𝑒𝑖 ∈ 𝜙 to a leaf

node of the tree, while respecting the order: the left-most leaf node

corresponds to 𝑒1 and the right-most leaf node corresponds to 𝑒𝑀 .

For mathematical convenience, we assume that𝑀 is a power of 2.

This can be easily enforced in practice by adding leaf nodes to the

right of the tree, associated to virtual links. For the sake of notation

lightness, we associate each node of the tree to the set of leaf nodes
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Figure 4: Illustration of the binary tree data structure for
anomaly detection.

it covers: the 𝑘-th node at level ℓ covers the following set of leaf

nodes:

E (ℓ )
𝑘

=

{
𝑒𝑖 ∈ 𝜙 :

𝑘𝑀

2
ℓ

+ 1 ≤ 𝑖 ≤ (𝑘 + 1)𝑀
2
ℓ

}
(4)

where E (0)
0

= 𝜙 is the root node and E (log
2
(𝑀 ) )

0
= 𝑒1 refers to the

left-most leaf. The MAD algorithm leverages this data structure to

compute a set of coefficients upon which anomalies are assessed.

Query analysis. We analyze Q via the data structure by setting

the values of the leaves with those of Q. This is, the leaf node

associated to 𝑒𝑖 is set with value Q(𝑡, 𝑒𝑖 ). Then, for each other node

E (ℓ )
𝑘

in the tree, we compute the following coefficient:

𝑤
(ℓ )
𝑘

(𝑡) =
√
2
ℓ

√
𝑀


∑︁

𝑒𝑖 ∈E (ℓ+1)
2𝑘

Q(𝑡, 𝑒𝑖 ) −
∑︁

𝑒 𝑗 ∈E (ℓ+1)
2𝑘+1

Q(𝑡, 𝑒 𝑗 )
 (5)

Notice that the summations run over E (ℓ+1)
2𝑘

and E (ℓ+1)
2𝑘+1 , where the

former contains edges that are always ranked higher than those

of the latter in the tree. Thus, the coefficients 𝑤
(ℓ )
𝑘

(𝑡) essentially
add and compare the AS hegemony values of two groups: E (ℓ+1)

2𝑘
,

which correspond to edges that historically had larger hegemony

value; and E (ℓ+1)
2𝑘+1 , which corresponds to edges that historically had

smaller hegemony value. Interestingly, these coefficients have the

asset of being extremely sensitive to sudden changes in the relative

rank of relations. Indeed, notice that a negative value in 𝑤
(ℓ )
𝑘

(𝑡)
would be indicative that the edges in E (ℓ+1)

2𝑘+1 now have, on average,

more hegemony value than those in E (ℓ+1)
2𝑘

. However, this would

be in total contradiction with what was seen in H , that led E (ℓ+1)
2𝑘

to be ranked higher than E (ℓ+1)
2𝑘+1 . This is the situation illustrated

in Figure 4, where the AS hegemony values of the query do not

follow the rank of edges in the history. In addition to being sensitive

to rank changes, the tree coefficients are interesting because they

allow us to assess the severity of an anomaly based on the level at

which it manifests in the tree. Namely, a very drastic anomaly in

which edges 𝑒1 and edge 𝑒𝑀 suddenly switch roles: being now 𝑒𝑀
the most important and 𝑒1 the less important, would only show in

the coefficient associated to the root𝑤
(0)
0

(𝑡), while anomalies that

involve less drastic rank switches appear in lower parts of the tree.

This adds a layer of interpretability that can be used to characterise

the signature of specific kinds of anomalies, as done in [4], or to

filter-out anomalies by severity level.

The main result of [4] is the theoretical demonstration that the

coefficients𝑤
(ℓ )
𝑘

(𝑡), accompanied by an additional coefficient

𝑠 (𝑡) = 1

√
𝑀

∑︁
𝑒𝑖 ∈𝜙

Q(𝑡, 𝑒𝑖 ), (6)

do not involve any loss of information about Q. This is, Q can be

fully reconstructed from its coefficients 𝑠 (𝑡) and𝑤 (ℓ )
𝑘

(𝑡). Proposi-
tion 1 shows that this result remains valid in the case of weighted

temporal graphs.

Proposition 1. Let Q be an arbitrary weighted time-stamped

sub-graph and let
{
𝑤

(ℓ )
𝑘

(𝑡), 𝑠 (𝑡)
}
be the set of coefficients as defined

in (5) and (6), respectively. Moreover, let 𝑘 (ℓ, 𝑖) = ⌊ 2ℓ+1
𝑀

(𝑖 − 1)⌋, where
⌊·⌋ refers to the floor function. Then, it holds that:

Q(𝑡, 𝑒𝑖 ) =
1

√
𝑀
𝑠 (𝑡) +

∑︁
ℓ

√
2
ℓ (−1)𝑘 (ℓ,𝑖 )
√
𝑀

𝑤
(ℓ,𝑖 )
⌊𝑘 (ℓ,𝑖 )/2⌋ (𝑡) (7)

History analysis. We assess if the observed value ofQ, and con-

sequently the computed coefficients𝑤
(ℓ )
𝑘

(𝑡) and 𝑠 (𝑡), constitute an
anomaly based on the values observed inH . In more precise terms,

we use H to estimate the first statistical moments of𝑤
(ℓ )
𝑘

(𝑡) and
𝑠 (𝑡) in order to assess whether the observed values of𝑤

(ℓ )
𝑘

(𝑡) and
𝑠 (𝑡) are highly likely or not to be seen. While in [4] the expectation

and variance of both𝑤
(ℓ )
𝑘

(𝑡) and 𝑠 (𝑡) were computed theoretically

and in closed form, this was possible due to the unweighted graph

assumption. Here, we must estimate the mean and the variance

empirically from H . In order to do it, we simply apply the data

structure to all the graph snapshots contained inH , allowing us to

obtain a time-series for each coefficient𝑤
(ℓ )
𝑘

and 𝑠 . Then, we simply

estimate the sample mean and the sample standard deviation for

each of such time series, producing mean
(
𝑤

(ℓ )
𝑘

(𝑡 − 𝑁 : 𝑡 − 1)
)
and

𝜎 (𝑤 (ℓ )
𝑘

(𝑡 −𝑁 : 𝑡 − 1)), respectively, where𝑤 (ℓ )
𝑘

(𝑡 −𝑁 : 𝑡 − 1) refers
to the time-series of the coefficient used for the estimation.

Anomaly scoring. We assume that the coefficients produced

by a normal Q can be very well explained from the mean and the

variance of the underlying random process, which we estimated

from H . This is, that the coefficients produced by Q are not far

from the mean and remain well confined within the variance of

the process. Otherwise, we assume that Q is abnormal. We formal-

ize this idea by computing an anomaly score for each individual
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coefficient via the Z-score:

score(𝑤 (ℓ )
𝑘

(𝑡)) =

�������
𝑤

(ℓ )
𝑘

(𝑡) −mean
(
𝑤

(ℓ )
𝑘

(𝑡 − 𝑁 : 𝑡 − 1)
)

max
{
𝜖, 𝜎

(
𝑤

(ℓ )
𝑘

(𝑡 − 𝑁 : 𝑡 − 1)
)}

������� , (8)

with 𝜖 a dampening parameter to avoid division by zero.

Then, in order to compute a single anomaly score for the whole

query sub-graph, we aggregate the anomaly score of all coefficients:

score(Q) = score(𝑠) +
∑︁
𝑘,ℓ

score(𝑤 (ℓ )
𝑘

) (9)

For simplicity, we give equal importance to the anomaly scores

of each coefficient, regardless if its scale. Yet, we stress that it is

possible to produce more complex anomaly scores that focus on

anomalies at specific levels of the data structure: for instance, by

truncating the above sum to a maximum value of ℓ , then we would

only focus on the more drastic anomalies that appear at the higher

levels of the data structure. It would also be possible to define the

above sum by giving different importance to the coefficients of

different scales. We leave the investigation of such more complex

anomaly scoring mechanisms as future work.

The MADglob and MADstar algorithms. Notice that the

anomaly detection methodology derived above is general and holds

for any time-stamped query sub-graph Q. While many topologies

are worth investigating in depth, two specific kinds of sub-graphs

are of particular interest for BGP anomaly detection: the whole

graph and star-like sub-graphs centered at a node. Observe that

the former offers a global view of the Internet where generalized

outages must be visible, while the latter offers a detailed perspective

in which localized anomalies at the AS scale must be visible. Thus,

both query types are complementary and offer a multi-scale view of

Internet. As a result, we derive two anomaly detection algorithms

that we will investigate in our experimental section:MADglob and

MADstar, which refer to the specific cases in which Q = 𝑡 × E
and Q = 𝑡 ×𝑢 ×𝑉 , respectively. We implement both MADglob and

MADstar as QuickRIB observer.

4 Evaluation
In this section, we validate MADBGP accuracy and robustness on

both historical and recent BGP anomalies. Our experiments aim to

address the following questions:

(Q1) How effective is MADglob in detecting Internet-level anom-

alies?

(Q2) Does MADglob benefit from hegemony graphs compared to

a topology built from AS adjacency links?

(Q3) How robust is MADglob with respect to the choice of its

hyperparameters?

(Q4) How does MADstar compare to IODA’s BGP results?

(Q5) CanMADstar pinpoint the most likely impacted ASes during

an abnormal event?

4.1 Experimental setup
We evaluate MADBGP on the incidents listed in Table 1. It in-

cludes four scenarios widely studied in the literature [23, 40]: aws,
indosat, tm, ttnet, for which we use the same route collectors as

past studies. It also includes six more recent scenarios for which the

Scenario Year Start End Collectors Outage start Dur.

aws [29] 2016 04-20 16h 04-24 19h rrc04 04-22 17:10 1:55

indosat [44] 2014 03-31 16h 04-05 00h rrc04 04-02 18:25 2:30

tm [45] 2015 06-10 08h 06-14 16h rrc04 06-12 08:43 3:02

ttnet [37] 2004 12-22 08h 12-27 00h rrc05 12-24 09:20 10:27

verizon [41] 2019 06-22 08h 06-26 16h rrc00,01 06-24 10:30 2:00

allegheny rrc03,12

iran [27] 2024 07-09 00h 07-13 16h rrc00,01 07-10 11:00 3:20

rrc03,12

china [10] 2019 06-04 08h 06-08 16h rrc00,01 06-06 09:43 2:00

europeanmobile rrc03,12

mainone [19] 2018 11-11 16h 11-16 00h rrc00,01 11-13 21:13 2:00

rrc03,12

pakistan [39] 2008 02-22 16h 02-27 00h rrc00,01 02-24 18:10 2:14

youtube rrc03,12

italy [42] 2023 02-03 00h 02-08 00h rrc00,01 02-05 11:00 5:00

rrc03,12

Table 1: Evaluation scenarios and data sources.

outage start and end times, as well as the ASes involved, are well

documented [10, 19, 27, 39, 41, 42]. For these six scenarios, we ob-

tain BGP data from a mix of global and large RIS collectors in order

to increase the number of VPs and therefore reduce the bias toward

them. To ensure that our results do not depend on the BGP stream

provider (PyBGPStream) and data collection project (RIS), we also

run experiments with PyBGPKITStream and RouteViews collectors

and observe similar results (see Figure 10 in subsection C.4).

We set our experiments to begin at least 2 days before each

anomaly and extend at least 2 days after, thereby recreating realistic

BGP monitoring conditions where anomalies (typically lasting a

few hours) occupy a small fraction of the total monitoring period.

Following [40], we used a 5-minute resolution to ensure sufficient

data points during the anomaly period. This results in Internet

graphs that, in recent scenarios, contain approximately 80,000 ASes

(nodes) and 200,000 edges at each timestamp.

Concerning the implementations of MADglob and MADstar, we

truncate the tree data structures to only represent edges 𝑒𝑖 in the

leaves that have activity in H or in Q. This is, edges that satisfy
H(𝑡 −𝑛, 𝑒𝑖 ) > 0 for some 𝑛 or Q(𝑡, 𝑒𝑖 ) > 0. This is because inactive

edges do not contribute to the anomaly scores, yet excluding them

from the data structure improves computational efficiency. Our

experiments with a commodity server demonstrate MADBGP’s

real-time capabilities. For the most demanding case MADBGP takes

on average less than 3 minutes to compute 5-minute snapshots (see

details in Appendix C).

4.2 Evaluation Metrics
We compare MADBGP’s anomaly scores to ground-truth labels de-

rived from the outage time period given in Table 1 using standard

binary classification metrics. Since MAD outputs continuous scores

rather than binary labels, in practice we must set a threshold that

flags scores as abnormal if they are above it, enabling the compu-

tation of a confusion matrix and performance metrics. Choosing

such a threshold is a difficult and application-dependent task: for

instance, a low threshold catches more anomalies but at the cost

of allowing more false alerts, which may benefit situations where

missing anomalies is catastrophic; while a more selective threshold

may useful in situations where false alerts are costly. Therefore,
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we employ the performance metrics ROC AUC and PR AUC [13],

which do not evaluate the quality of decisions based on a specific

threshold, but rather assess the distribution of the scores assigned

to the positive and negative samples.

Let𝑇𝑃 , 𝐹𝑁 , 𝐹𝑃 ,𝑇𝑁 stand for True Positive, False Negative, False

Positive, True Negative respectively. The ROC AUCmetric operates

as follows; it starts setting the lowest possible threshold, yielding

the maximum True Positive Rate, 𝑇𝑃𝑅 =𝑇𝑃/(𝑇𝑃 + 𝐹𝑁 ), but also
the maximum False Positive Rate, 𝐹𝑃𝑅 = 𝐹𝑃/(𝑇𝑁 + 𝐹𝑃), as every-
thing is flagged as an anomaly. The threshold is then progressively

increased to observe the evolution of 𝑇𝑃𝑅 and 𝐹𝑃𝑅. If the detector

is accurate, the score given to negative samples will make them fall

below the threshold first, allowing the 𝑇𝑃𝑅 to remain high while

the 𝐹𝑃𝑅 decreases. If the two decrease at the same rate, it is a sign

that positive samples are given similar scores to negative ones. The

ROC AUC value corresponds to the area under the curve formed

by plotting 𝑇𝑃𝑅 against 𝐹𝑃𝑅: a perfect detector leads to an area of

1, while a random one leads to an area of 0.5. Interestingly, ROC

AUC also admits a probabilistic interpretation: it corresponds to

the probability that a randomly chosen positive sample is assigned

a higher score than a randomly chosen negative one.

Despite its relevance, ROC AUC is not fully satisfactory in im-

balanced scenarios. Consider a case with 100 positive samples and

10,000 negative ones, evaluated by a detector that ranks all positive

samples within the top 200 scores. Such a detector would achieve a

high ROC AUC, since 99% of the negative samples receive lower

scores than the positive ones. However, if we focus only on the top

200 ranked samples, and the positive and negative instances are

intermixed within this subset, a practitioner would observe roughly

as many false positives as true positives. Thus ROC AUC may not

fully reflect detection accuracy from the practitioner perspective.

The PR AUCmetric is specifically designed to provide more insights

in this situation by evaluating how accurately the positive sam-

ples are identified among all predictions. It does so by also varying

the decision threshold, but this time monitoring the evolution of

two metrics that depend only on the positive samples: Precision

𝑃 = 𝑇𝑃/(𝑇𝑃 + 𝐹𝑃), which measures how many of the identified

anomalies are truly anomalies, and Recall𝑅 =𝑇𝑃/(𝑇𝑃+𝐹𝑁 ), which
measures how many of the positive samples are correctly identified.

While a perfect detector still yields a PR AUC of 1, a random

one does not correspond to a fixed value. Instead, the PR AUC

of a random detector equals the proportion of positive samples

in the dataset: in our case, this value oscillates around 0.03 (see

Table 1) and it corresponds to the ratio of anomalous time stamps

to the total number of time stamps. In sum, ROC AUC and PR

AUC should be viewed as complementary: ROC AUC quantifies the

extent to which the algorithm reduces the search space in which

anomalies are likely to occur, whereas PR AUC evaluates how well

true anomalies are ranked within that reduced subset.

4.3 Hyper-parameter optimization
MADBGP has twomain parameters: the window size𝑁 and 𝜖 (Equa-

tion 8). We study the hyper-parameter space via hyper-parameter

optimisation (HPO), which explores the space for the configuration

that gives the maximum PR AUC value. For that we use the state-

of-the-art “Tree-structured Parzen Estimator” [6], implemented in

the Optuna library [2]. The algorithm requires the bounds of the

parameter space and the number of trials to be specified. We choose

generous bounds for continuous parameters: parameter 𝑁 , the win-

dow length, is sampled between [15, 180], which correspond to

durations between [75 minutes, 15 hours]; and the damping param-

eter 𝜖 is sampled in the log domain within the interval [10−12, 10−2).
The search is based on 50 trials.

Since the Z-score (see Equation 8) can be sensitive to outliers, we

also investigate the modified Z-score “mZ” as scoring mechanism,

since it tends to be more robust to outliers. It is defined as

mZ(𝑤 (ℓ )
𝑘

) = 0.6745

�������𝑤
(ℓ )
𝑘

−𝑚𝑒𝑑𝑖𝑎𝑛(𝑤 (ℓ )
𝑘

[𝑡 − 𝑁, 𝑡 − 1])

𝑚𝑎𝑥

{
𝜖,𝑀𝐷

(
𝑤

(ℓ )
𝑘

[𝑡 − 𝑁, 𝑡 − 1]
)}

������� , (10)

where𝑀𝐷 refers to the median absolute deviation. Thus, we add

the choice of scoring method, Equation 8 or Equation 10, as an extra

categorical parameter in the HPO.

In order to speed up the HPO search, we develop a fast approx-

imation of MAD referred to as “MADstatic”. This comes out of

necessity, as even if MAD is highly efficient, the combinatorial na-

ture of the HPOmakes the computation time explode. Namely, even

if MAD analyzes 5 days of BGP data in 3 days of computational time

(Table 7), the HPO of 50 trials applied to 4 scenarios of 5 days each,

would take 600 days to perform the experiments sequentially. Our

MADstatic approximation assumes that the relative ranking of AS

hegemony values is stable over time, implying that the coefficients

𝑤
(ℓ )
𝑘

can be only computed once per time-stamp, for all queries.

The coefficients of the graphs inH , necessary for the estimation

of the the statistical moments in Equation (8), coincide with those

computed from previous queries. This re-use of previous queries is

not possible when the ranking is reset at each time stamp, forcing

us to analyze all H at each time step. Formally, we achieve it by

fixing the data structure only once at 𝑡 = 0 with
˜𝑓 (𝑒𝑖 ) = Q(0, 𝑒𝑖 )

instead of Equation 3. We stress that this approximation of MAD

has the effect of ignoring any links that were not present at 𝑡 = 0.

4.4 Internet-level anomaly detection
In this subsection, our ambition is threefold: we aim to tackle Q1,

concerning the effectiveness of MADglob; Q2, concerning the im-

pact of hegemony graphs; and Q3, concerning the robustness to

hyper-parameters. To assess Q2, we repeat the HPO for several tem-

poral graphs that we construct via two Internet models. The first

model we call graph is commonly found in the litterature [23, 40].

It consists in building the topologies from AS adjacency links in

AS-paths. We consider two variants based on two weighting mech-

anisms: (i) paths_count: the number of BGP paths going through

the adjacency link (similar to [40]); and (ii) ips_count: the sum of

the associated prefix sizes without taking care of the prefix space

deaggregation (similar to [23]). The second Internet model that we

consider is the one derived in subsection 3.2 and to which we refer

as hegemony. For this case, we consider temporal graphs obtained

with different ratio of discarded VPs 𝛼 ∈ [0, 0.1, 0.2, 0.3, 0.4].
Table 2 shows the performance of MADstatic when run on the

temporal graphs produced by themodels above andwhen the hyper-

parameters have been optimized for optimal performance. In almost

all scenarios, MADstatic achieves very good performance with a
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near perfect PR AUC and ROCAUC. The only exception is indosat,
which achieves a near perfect ROC AUC but a less strong PR AUC

of 0.3, which is nonetheless one order of magnitude better than

the random baseline of 0.03. If we compare graph and hegemony,
in general, the latter improves the detection, providing equal or

better ROC AUC for all scenarios and similar or better PR AUC,

particularly on ttnet. Experiments for recent scenarios are deferred

to the appendix (see Table 5), where a similar trend can be observed.

In particular, for 5 scenarios (china europeanmobile, iran, italy,
mainone, verizon) the hegemony graphs significantly enhance

the PR AUC and sustain or improve the ROC AUC. Interestingly,

neither modelisation was able to detect the pakistan youtube
event. Both, Table 2 and Table 5, suggest that performance is not

drastically affected by the parameter 𝛼 .

In Figure 5, we provide a detailed analysis of MADglob’s per-

formance on the best previously identified topologies and the best

HPO trial parameters from Table 2. We see that MAD and MAD-

static perfectly identify the anomaly in the aws and tm scenarios,
as they both produce a prominent spike in the anomaly score dur-

ing the anomalous period. In the case of indosat, both MAD and

MADstatic achieved a good ROC AUC but only a moderate PR AUC.

This indicates that high scores are produced during the anomalous

period and low scores during most of the normal period, yet some

subset of normal times are also receiving large scores. This can be

confirmed in the score plot of Figure 5, where it can be seen that

high peaks appear before the event. For ttnet, we observe that
MAD yields recurrent (daily) spikes in the anomaly score. These

peaks suggest the emergence of new, short-lived edges that join

the data structure for the first time. Since new edges are not repre-

sented inH , they cannot be explained at all and thus receive a high

anomaly score. In contrast, MADstatic is designed to ignore newly

formed links, which explains its insensitivity to these events.

The above results highlight the ability of MADglob to effectively

detect anomalies with best parameter settings. Yet, from the practi-

cal perspective, it is important to study its robustness to the choice

parameters. We do so in Table 3, which reports the sensitivity of

ROC AUC (left) and PR AUC (right) to variations in 𝜖 and 𝑁 across

50 HPO trials. Overall, it can be seen that PR AUC is more sensitive

than ROCAUC, even though both metrics show a region around the

optimal configuration where performance remains stable. Notably,

this region is particularly broad for aws and tm, where ROC AUC

stays stable over almost the entire parameter space, and PR AUC

declines only when 𝜖 deviates by several orders of magnitude from

its optimal value. For indosat and ttnet, the stable regions are
much narrower, yet they still span roughly one order of magnitude.

Our HPO also found that the choice of Equation 8 and Equation 10

has no impact on the detection performance.

An interesting observation from Table 3 is that three out of four

scenarios (aws, tm, ttnet) have their optimal parameters in nearby

regions of the space, raising the question of whether it would be

possible to leverage the HPO of one scenario in order to detect the

others. To investigate this, we perform cross-validation between

scenarios: the best parameters obtained for a scenario are tested on

the other scenarios. For performance reasons, we rely onMADstatic.

The resulting cross-validation matrix is shown in Figure 6. Columns

represent the tested scenario and rows the scenario from which the

hyper-parameters were taken from. In terms of ROC AUC, it can be

Temporal graph Detector performance

Scenario Graph type Weight param

MAD MADstatic

PR AUC ROC AUC PR AUC ROC AUC

aws

graph

ips_count 0.93 0.97

paths_count 0.27 0.96

hegemony

0 0.96 0.98 0.96 0.99
0.1 0.96 0.99

0.2 0.96 0.99

0.3 0.96 0.99

0.4 0.96 0.99

indosat

graph ips_count 0.16 0.92 0.31 0.96
paths_count 0.24 0.92

hegemony

0 0.29 0.96

0.1 0.27 0.96

0.2 0.28 0.96

0.3 0.30 0.96

0.4 0.24 0.95

tm

graph

ips_count 1.00 1.00

paths_count 0.96 1.00

hegemony

0 1.00 1.00

0.1 1.00 1.00

0.2 0.99 1.00 1.00 1.00
0.3 1.00 1.00

0.4 1.00 1.00

ttnet

graph

ips_count 0.52 0.72

paths_count 0.76 0.83

hegemony

0 0.95 1.00

0.1 0.94 1.00

0.2 0.92 1.00

0.3 0.10 0.43 0.95 1.00
0.4 0.95 1.00

Table 2: MADglob best HPO trial performance metrics for
temporal graphs generated from different scenario and In-
ternet modelisations. A random detector has a ROC AUC of
0.5 and a PR AUC of 0.03, 0.03, 0.02 and 0.11 respectively for
the scenarios aws, indosat, tm and ttnet.

seen that the HPO of one scenario, in general, tends to generalize

well to the remainder of scenarios (with the notable exception of

pakistan_youtube for which MADglob does not perform well). In

the case of PR AUC, the situation is less stable and only tm and

aws succeeded. Thus, it can be concluded from this experiment that

MADglob is, in general, an effective tool to reduce the set of times

where anomalies are likely to be found, yet within the top ranked

time-stamps there can be an important amount of false positives if

the parameters are not well chosen.

4.5 AS-level anomaly detection
In this subsection, we address Q4 and Q5, which concern the eval-

uation of MADstar and its capacity to pinpoint affected ASes, re-

spectively. To evaluate MADstar, we benchmark it against IODA’s

BGP results.
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Figure 5: Anomaly scores for best identified Internet modelisation and best HPO trial parameters (Table 2). Ground-truth
anomaly times are highlighted in gray.
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Table 3: Impact of MADglob hyperparameters on ROC AUC
(left column) PR AUC and (right column).

Our experimental setup is as follows: we compute anomaly scores

for all ASes for all scenarios via MADstar. To fix the hyperparame-

ters, we use the ground truth label of an AS that has been reported

Figure 6: Hyperparameters cross-validation. Each scenario
best HPO parameters is tested on the other scenarios.

in the literature to have had an anomaly, and run an HPO of 50

trials so as to maximize PR AUC detection of that AS. For perfor-

mance reasons, we rely on MADstatic for the HPO. Then, the best

identified parameters are used to compute the anomaly scores for

the remainder of ASes on that scenario. We consider only one hege-

mony graph with parameter 𝛼 = 0.2, based on our results from

subsection 4.4. We re-implement the BGP part of IODA [8] via a

QuickRIB observer that gives us access to older data not accessible

via their API, like the ttnet scenario of 2004. Also this implemen-

tation allows us to ensure that the input BGP data is the same for

MADstar and IODA. We validate the correctness of our implemen-

tation by comparing our prefix visibility signals to those of their

API. Since IODA’s visibility signal decreases during an anomaly, it

cannot be directly used as an anomaly score. Thus, we invert their

signal (without altering it’s range) as an anomaly score.

Table 4 (see Table 6 in appendix for additional scenarios) com-

pares MADstar and IODA in the task of detecting the ASes that

have been reported in the literature as potentially impacted by the

anomalies. For comparison, we also report the performance of a

random detector as a baseline.

For the aws and tm scenarios, MADstar identifies with excellent

accuracy the concerned ASes in both ROC AUC and PR AUC. In

contrast, IODA struggles detecting them, particularly in terms of
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Potentially impacted ASes IODA MADStar Random

ASN Name CC

PR

AUC

ROC

AUC

PR

AUC

ROC

AUC

PR

AUC

ROC

AUC

Scenario: ttnet
9121 TTNet TR 0.69 0.73 0.97 1.00 0.11 0.50

1239 Sprint US 0.11 0.35 0.93 0.98 0.11 0.50

6762 SEABONE-NET IT 0.11 0.51 0.78 0.80 0.11 0.50

3561 LVLT-3561 US 0.09 0.50 0.41 0.85 0.11 0.50

701 Verizon US 0.09 0.26 0.33 0.85 0.11 0.50

174 COGENT US 0.15 0.55 0.30 0.81 0.11 0.50

6453 TATA US 0.19 0.78 0.29 0.65 0.11 0.50

6939 HURRICANE US 0.09 0.50 0.25 0.82 0.11 0.50

3491 PCCW US 0.09 0.50 0.13 0.61 0.11 0.50

Scenario: aws
16509 AMAZON-02 US 0.02 0.13 0.96 0.99 0.02 0.50

200759 FLOW CH 0.01 0.25 0.96 0.97 0.02 0.50

6939 HURRICANE US 0.02 0.50 0.96 0.96 0.02 0.50

46841 FORKNETWORKING US 0.02 0.50 0.81 0.98 0.02 0.50

Scenario: tm
4788 TMNET-AS-AP MY 0.02 0.22 1.00 1.00 0.03 0.50

3356 LEVEL3 US 0.08 0.76 1.00 1.00 0.03 0.50

3549 LVLT-3549 US 0.03 0.52 0.98 1.00 0.03 0.50

10753 LVLT-10753 US 0.03 0.46 0.77 0.98 0.03 0.50

Scenario: indosat
4761 INDOSAT-INP-AP ID 0.02 0.05 0.94 0.99 0.03 0.50

7018 ATT-INTERNET4 US 0.03 0.47 0.08 0.81 0.03 0.50

58682 LEVEL3-BD BD 0.02 0.50 0.06 0.78 0.03 0.50

4637 ASN-TELSTRA-GLOBAL HK 0.02 0.50 0.05 0.73 0.03 0.50

251 KAIAGLOBAL-AS EU 0.02 0.49 0.02 0.32 0.03 0.50

Table 4: MADstar and IODA node anomaly performance met-
rics for potentially impacted ASes. Bold ASes are used for
the hyper-parameter optimisation. Countries and AS names
are obtained from CAIDA [1].

PR AUC, where its performance is similar to that of the random

baseline. In the aws event, AS6939, a transit provider for AWS,

erroneously accepted AWS prefixes announced by AS200759, con-

sequently redirecting traffic from AWS customers (such as AS46841)

to AS200759 [29]. In the tm event, AS4788 (Telekom Malaysia) orig-

inated a route leak that was subsequently propagated by the tier-1

provider AS3549 [45], which happens to belong to the same organi-

zation as AS3356 and AS10753.

For the indosat scenario, we observe an unusually low ROC

AUC for IODA on the Indosat AS. This indicates that abnormal

graphs receive low scores and normal graphs large scores. In other

words, positive samples are interpreted as negative ones and vice-

versa. We attribute this inversion to the nature of the anomaly:

Indosat performed a massive prefix hijack, announcing roughly

400,000 prefixes instead of the usual 300 [44]. This actually aug-

ments prefix visibility rather than decreasing it (which opposes

our interpretation of a positive sample). While IODA effectively

detected such change for Indosat, it did not for the other ASes, on

which it performed similar to the random baseline. MADstar also

struggled in PR AUC, as it only performs well on Indosat. Yet, it

performed significantly better than IODA in terms of ROC AUC.

This indicates that MADstar flags the concerned ASes, but several

others as well.

Considering ttnet, MADstar detects TTNET with excellent ac-

curacy. For the reminder of ASes, MADstar achieves good ROC

AUC, in general, and good PR AUC on three key ASes: AS1239,

AS6762, and AS3561. Indeed, in this scenario, TTNET incorrectly

announced approximately 100,000 prefixes that were propagated

by AS6762, a tier-1 main transit provider. AS1239 and AS3561 were

among the ASes that announced the most paths associated to bad

prefixes [37]. Concerning IODA, it can be seen that it is less accu-

rate in detecting TTNET and that it severely struggles in detecting

the remainder of ASes in both ROC AUC and PR AUC.

The rest of scenarios are reported in Table 6 (see appendix),

where it can be seen that the performance of MADstar and IODA

remain consistent with our findings in Table 4. We consider that

MADstar is able to systematically perform better, particularly in

ROC AUC, due to a better exploitation of the BGP signal: while

IODA leverages BGP based only on prefix visibility, MADstar lever-

ages temporal and structural patterns. This is particularly beneficial

in cases like the tm scenario, where a globally impactful route leak

caused a massive routing rewiring that significantly altered the

topological structure, yet keeping the prefix visibility largely stable.

After demonstrating MADstar’s ability to flag ASes that are

already known in the literature to have been impacted by the anom-

alies, we now study howMADstar scores the rest of ASes for which

there is no such information available. Given the lack of comprehen-

sive ground-truth data, we analyze the geographical distribution

of flagged ASes as a means to assess if they align with expected

impact patterns. We focus on three specific scenarios which are the

most likely to exhibit well-defined geographical effects: (i) Italy
[42]: in February 2023, an incident at Italy’s largest ISP discon-

nected approximately 38% of the country’s Internet users; (ii) Iran
[27]: in July 2024, Iran’s second-largest AS by customer population

disappeared from the global routing table following a government-

mandated shutdown; and (iii) Indosat [44]: in April 2014, one of

Indonesia’s largest telecommunication networks executed a large-

scale prefix hijack by announcing 417,038 prefixes, compared to its

normal total of approximately 300.

We investigate the geographical distribution of ASes whose

changes in anomaly scores over time best align with the outage

period. This is, we compute a PR AUC value per AS, based on the

known outage duration, and then we rank the ASes in decreas-

ing order of PR AUC. We investigate if among the top ASes some

countries are over-represented. For this, we collect AS-to-country

mappings from CAIDA’s AS-organization dataset [1] and report in

Figure 7 the empirical cumulative distribution function (ECDF) of

countries for the top-k ASes, as k varies.

For the iran scenario, two countries are over-represented: Iran

itself and Iraq. We attribute Iraq’s presence to its geographical

proximity with Iran. This finding aligns with a statement from

the Deputy Minister of Communications and Information Tech-

nology and CEO of the Infrastructure Communications Company

indicating that “about 40% of the incoming international internet

capacity in neighboring countries had been cut”
4
. For the italy

and indosat scenarios, we find that only the curves corresponding

to Italy and Indonesia, respectively, are over-represented, which

precisely matches our expectations given the localized nature of

these incidents. Overall, these results show that MADstar can be

used to pinpoint the geographical scope of anomalies.

4
https://www.iranintl.com/en/202407111864
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Figure 7: PR AUC rank ECDF of countries associated to ASes scored by MADstar.

5 Discussion
Despite the growing number of machine learning approaches pro-

posed in the literature, we found that many of these techniques are

not well suited for the practical design of a BGP anomaly detector.

A primary limitation lies in the lack of labeled BGP data required to

train supervised learning models. Although BGP data is abundant,

BGP anomalies are often not or poorly annotated, hence relying

on supervised methods raises substantial challenges in terms of

generalization and reliability. In contrast, unsupervised approaches,

such as MADBGP, seem better suited for the challenge.

The lack of ground truth data is however still an issue when eval-

uating unsupervised anomaly detectors. For evaluating MADBGP,

we had to compile a ground truth dataset, and this process revealed

several challenges inherent to the definition and validation of BGP

anomalies. Firstly, the actual start and end times of a BGP anomaly

may not perfectly align with the times reported in the literature.

Such misalignment can bias the evaluation of an algorithm, espe-

cially when using performancemetrics like PR AUC, which strongly

penalize false positives and false negatives. Secondly, it remains

ambiguous whether certain outages should manifest in BGP data

at all, and if so, at what granularity (Internet-wide, country-level

or AS-level). These are fundamental challenges to advance in this

domain, requiring more attention from the research community.

MADBGP is built upon the MAD algorithm, which offers po-

tential for further enhancements. Like any window-based method,

MAD struggles when the anomaly last for a long time compared to

the window, as it starts to consider the anomaly as the normality.

This calls for the enhancement of MAD to take into account the sta-

tionary or transient nature of the anomalies, which can be achieved

by boosting it with mechanisms used by change point detection

methods [48]. Another promising direction is the incorporation of

a time-frequency analysis [5] into the definition of normality, so as

to take into account the cyclical dynamics of the Internet topology.

Continuing the developments in [4], it would also be relevant to

investigate the signatures that Internet events have in the MAD

coefficients, as a means to automatically classify the events.

In addition, MADBGP analyzes the temporal Internet graph at

two different scales. MADglob is designed to detect large-scale

anomalies with global impact on the Internet’s topology, while

MADstar focuses on individual nodes, enabling the identification of

localized disruptions. These approaches represent two extremes in

the spectrum of topological granularity. A natural extension of this

work would be to explore intermediate, regional-scale techniques.

6 Conclusion
In this paper, we presented MADBGP, a BGP anomaly detection

pipeline that reconciles the graph and temporal aspects of the AS-

level topology.With QuickRIB, a novel tool for BGP RIB and updates

processing, combined with an extension of the MAD anomaly detec-

tion method, we proposed an unsupervised, multi-scale, and near

real-time anomaly detection pipeline. In particular, we study a local

version of MAD, which we coined MADstar, and a global version,

which we coined MADglob, each allowing us to focus on anomalies

at either local or the global level, respectively. Through extensive

experiments on ten real-world scenarios at both the global Internet

scale and local AS-level scale, we demonstrated that MADBGP’s is

able to leverage the BGP signal more effectively than IODA, permit-

ting a more accurate detection of the anomalies in the majority of

the studied scenarios. Moreover, a robustness analysis shows that

MADBGP consistently ranks abnormal samples above normal ones

across a broad range of its hyperparameters, making it a highly

suitable tool for reducing the search space where anomalies are

likely to be found. We believe that this can be of great practical

utility for both researchers and network operators. In particular,

our experiments allow to see that MADGBGP can be used in two

modes: MADglob as a means to monitor the whole Internet topol-

ogy, thus allowing to raise alarms in near real-time but without

localizing the anomalies, and then MADstar, which allows to spot

the concerned ASes by an event. Notably, we leveraged MADstar to

shed light on several ASes that were affected in our studied scenar-

ios, but that had not been previously reported in the literature. The

next steps consist of further improving the anomaly detection algo-

rithm, potentially through recent approaches that account for the

cyclic nature of temporal graphs, and of assessing its generalization

capabilities on future events through a practical deployment.
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Temporal graph Detector performance

Scenario Graph type Weight param

MAD MADstatic

PR AUC ROC AUC PR AUC ROC AUC

china

europeanmobile

graph

ips_count 0.23 0.95

paths_count 0.06 0.83

hegemony

0 0.32 0.97

0.1 0.69 0.92

0.2 0.84 0.96 0.70 0.94
0.3 0.63 0.92

0.4 0.17 0.90

iran

graph

ips_count 0.05 0.68

paths_count 0.21 0.88

hegemony

0 0.10 0.84

0.1 0.30 0.80

0.2 0.20 0.82 0.37 0.86
0.3 0.17 0.81

0.4 0.10 0.85

italy

graph

ips_count 0.07 0.64

paths_count 0.17 0.76

hegemony

0 0.44 0.88

0.1 0.57 0.93 0.46 0.94
0.2 0.53 0.93

0.3 0.49 0.89

0.4 0.50 0.90

mainone

graph

ips_count 0.06 0.80

paths_count 0.07 0.86

hegemony

0 0.24 0.97

0.1 0.03 0.68 0.24 0.97
0.2 0.20 0.95

0.3 0.16 0.94

0.4 0.12 0.92

pakistan

youtube

graph ips_count 0.02 0.33 0.04 0.36
paths_count 0.02 0.49

hegemony

0 0.02 0.55

0.1 0.03 0.63

0.2 0.02 0.53

0.3 0.03 0.55

0.4 0.03 0.64

verizon

allegheny

graph

ips_count 0.55 0.98

paths_count 0.18 0.95

hegemony

0 0.94 0.98

0.1 0.53 0.97

0.2 0.11 0.78 0.96 0.98
0.3 0.83 0.98

0.4 0.78 0.98

Table 5: Same as Table 2 for additional scenarios. A ran-
dom detector has a ROC AUC of 0.5 and a PR AUC
of 0.02, 0.03, 0.04, 0.02, 0.02 and 0.02 respectively for
the scenarios china europeanmobile, iran, italy, mainone,
pakistan youtube, verizon allegheny.
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Figure 8: MAD and MADstatic anomaly scores for
verizon allegheny, computed on its best temporal graph
with the optimal HPO trial parameters.

A Ethics
This work does not raise any ethical issues.

B Proof of Proposition 1
The outline of the proof is as follows: we show that the coefficients

produced by the data structure can be expressed as a matrix-vector

product and then we identify the inverse of the matrix. Namely, let

Q, which corresponds to the tree leaves, be arranged into a vector

that follows the same indexing of the leaves. Moreover, let𝜓
(ℓ )
𝑘

be

a vector defined as

𝜓
(ℓ )
𝑘

(𝑒𝑖 ) =

√
2
ℓ/
√
𝑀 if 𝑒𝑖 ∈ E (ℓ+1)

2𝑘

−
√
2
ℓ/
√
𝑀 if 𝑒𝑖 ∈ E (ℓ+1)

2𝑘+1
0 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒.

(11)

Then, we have that Eq. (5) can be rewritten as 𝑤
(ℓ )
𝑘

= (𝜓 (ℓ )
𝑘

)⊤Q,
where, for the sake of notation lightness, the time reference was

omitted. Moreover, we have that 𝑠 can also be expressed as 𝑠 = 𝜙⊤Q,

where 𝜙 (𝑒𝑖 ) = 1/
√
𝑀 for all 𝑒𝑖 . As a result, the whole coefficient

analysis made by the data structure can be expressed as the matrix-

vector product 𝑐 = 𝐹Q, where 𝐹 is the𝑀 ×𝑀 matrix that contains

the vectors𝜓
(ℓ )
𝑘

, for all 𝑘 and ℓ , and the vector 𝜙 , as rows. We have

that any two vectors𝜓
(ℓ )
𝑘

and𝜓
(ℓ )
𝑗

, for 𝑘 ≠ 𝑗 , associated to one same

level ℓ , are orthogonal, as the tree leaves they cover form disjoint

sets. We also have that any pair of vectors𝜓
(ℓ1 )
𝑘

and𝜓
(ℓ2 )
𝑗

, for ℓ1 ≠ ℓ2,

are orthogonal. To show this, we have two possibilities, either𝜓
(ℓ1 )
𝑘

has𝜓
(ℓ2 )
𝑗

as ancestor in the tree, in which case𝜓
(ℓ2 )
𝑗

has a constant

value for all the edges 𝑒𝑖 where𝜓
(ℓ1 )
𝑘

(𝑒𝑖 ) is non-zero, thus making

their product proportional to the sum of values in𝜓
(ℓ1 )
𝑘

, which is

zero. The second case is when𝜓
(ℓ2 )
𝑗

is not an ancestor of𝜓
(ℓ1 )
𝑘

, thus

making them orthogonal as the tree leaves they cover form disjoint

sets. Concerning 𝑠 , we also have that it is orthogonal to all vectors

𝜓
(ℓ1 )
𝑘

, as their product is proportional to the sum of values in𝜓
(ℓ )
𝑘

,

which is zero. Lastly, we have that (𝜓 (ℓ )
𝑘

)⊤𝜓 (ℓ )
𝑘

=
∑

𝑒𝑖 ∈E (ℓ )
𝑘

2
ℓ/𝑀 = 1,

which follows from the fact that |E (ℓ )
𝑘

| = 𝑀/2ℓ . The same holds

for 𝑠 , where 𝑠⊤𝑠 = 1 for the same reason. Thus, we have that𝜓
(ℓ )
𝑘

,

https://bgpkit.com/
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Scenario

Potentially impacted ASes IODA MADStar Random

ASN Name Country

PR

AUC

ROC

AUC

PR

AUC

ROC

AUC

PR

AUC

ROC

AUC

verizon
allegheny

33154 DQECOM US 0.02 0.50 0.97 1.00 0.02 0.50

701 UUNET US 0.02 0.50 0.83 0.99 0.02 0.50

396531 ATIMETALS US 0.02 0.50 0.80 1.00 0.02 0.50

italy
6762 SEABONE-NET IT 0.13 0.56 0.97 1.00 0.04 0.50

3269 ASN-IBSNAZ IT 0.09 0.52 0.94 0.99 0.04 0.50

16232 ASN-TIM IT 0.04 0.50 0.91 0.93 0.04 0.50

pakistan
youtube

17557 PKTELECOM-AS-AP PK 0.02 0.21 0.06 0.83 0.02 0.50

36561 YOUTUBE US 0.02 0.50 0.06 0.79 0.02 0.50

3491 BTN-ASN US 0.02 0.50 0.02 0.34 0.02 0.50

iran
58224 TCI IR 0.15 0.47 0.98 1.00 0.03 0.50

59441 Hostiran-Network IR 0.98 0.99 0.92 0.97 0.03 0.50

china
europeanmobile

21217 SAFEHOSTNET CH 0.02 0.50 1.00 1.00 0.02 0.50

4134 CHINANET-BACKBONE CN 0.02 0.49 0.84 0.99 0.02 0.50

3303 SWISSCOM CH 0.02 0.50 0.29 0.97 0.02 0.50

21502 ASN-NUMERICABLE FR 0.02 0.50 0.12 0.93 0.02 0.50

5410 ASN-BOUYGTEL-ISP FR 0.02 0.50 0.07 0.83 0.02 0.50

mainone
20485 TRANSTELECOM RU 0.02 0.50 0.03 0.69 0.02 0.50

37282 MAINONE NG 0.02 0.50 0.03 0.67 0.02 0.50

4809 CHINATELECOM CN 0.03 0.52 0.02 0.47 0.02 0.50

Table 6: Same as Table 4 for additional scenarios.

for all 𝑘 and ℓ , and 𝑠 , are orthonormal vectors. As a result, it can

be concluded that the matrix 𝐹 is an orthogonal matrix. Due to its

orthonormal and real-valued nature, it follows that 𝐹⊤𝐹 = I, thus
being inverted by its transpose. Eq. (7) follows from applying the

product Q = 𝐹⊤𝑐 .

C MADBGP performance analysis
To demonstrate the real-time capability of MADBGP, we report

here benchmarks for MADglob and MADstar. The benchmarks

were run on a single core of an Intel(R) Xeon(R) E5-2670 v3 CPU @

2.30 GHz system.

C.1 MADglob
In Table 7, we show benchmarks for the least and most compu-

tationally intensive experiments listed in Table 1. In the problem

size description, we report the number of BGP entries processed to

build the initial RIB, the average number of BGP updates applied

between two Internet topology snapshots, the number of unique

vantage point ASN used to compute the hegemony (subsection 3.2),

the size of the resulting graph, and the length of the history con-

sidered by MAD. The execution time is decomposed in three parts:

(i) the time taken to build the RIB and Internet topology observers

at the beginning of the experiment (from the RIB MRT files); (ii)
the average time taken to produce the hegemony graph snapshot

associated to the last 5 minutes of BGP updates (i.e., application of

updates to the helper data structures, computation of hegemony

values, construction of graph snapshot); and (iii) the average time

taken by MAD to compute the anomaly score of the current graph

snapshot (query) under analysis.

In the case of ttnet, Table 7 shows that MADBGP runs quickly

for this scenario, with less than a minute needed to build the initial

RIB and Internet topology. Moreover, updating them from 5 min-

utes of real-time BGP updates takes only only 2.15 seconds. This

scenario is not computationally intensive, as it involves a single

route collector and only a few vantage points reporting data from

the relatively small Internet of 2004 (only 18526 ASN compared to

the estimated 80000 of 2025). MADBGP also operates in near real-

time in the much more demanding iran scenario. In this scenario,

the initial RIB must be constructed from 150 million BGP entries,

which results in a setup time of 195.75 minutes. Even though this

operation is slow, it needs to be performed only once. Once the

initial RIB is set, it takes only 166 seconds (2.7 minutes), on av-

erage, to process any upcoming batch of 5 minutes of real-time

BGP updates (741000 updates per 5 minute batch, on average). It is

worth mentioning that our experiments were done on a single core

CPU but they can be easily deployed on a cluster of machines that

process route collectors and/or vantage point in parallel (as is often

done in practice). Interestingly, MAD is extremely fast in computing

the anomaly scores, taking, on average, roughly 1.2 seconds per

snapshot (query) in both scenarios. Even though ttnet is smaller

than iran in size, MAD takes similar time in both scenarios due to

the fact that ttnet involved the analysis of a much larger window

size. In the next subsection, we study more in depth the impact of

the window size on MAD’s computation time.
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ttnet iran

Problem

size

Number of BGP entries processed to build initial RIB 501 000 149 000 000

Number of BGP updates between successive snapshots (avg.) 2 506 741 000

Number of vantage points used to compute AS hegemony 3 149

Number of links per snapshot (avg.) 48 766 262 000

Number of nodes in temporal graph 18 526 76 139

MAD window size (N) 173 33

Execution

time

(seconds)

Time to build the initial RIB and initial topology 38.82 11 745

Time to generate a 5-minute hegemony graph snapshot (avg.) 1.02 166.17

Time to compute the anomaly score of a graph snapshot (avg.) 1.13 1.20

Table 7: Benchmarks for the least and most computationally intensive experiments listed in Table 1.

C.2 Impact of the window size on MADglob
Beside the input data size, the other parameter impacting the exe-

cution time is the window size used in MAD anomaly scoring. We

report in Figure 10 the execution time of MAD anomaly scoring

from already generated Internet topologies of the most computa-

tionally intensive scenario. We see that MAD and MADstatic scales

linearly, with execution time below 200 seconds for MAD which

allow MADglob pipeline to run in near-real time. For MADstatic,

the execution time is of few seconds which allows us to do extensive

hyper-parameter search in subsection 4.4.

C.3 MADstar
We compute MADstar for all ASes and report execution times

in Figure 9. Processing 5 minutes of real-time data took only 176

seconds, and the execution time for a single AS is negligible. Because

execution time scales linearly with the number of links, we expect

MADstar to remain efficient as the Internet continues to grow.
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Figure 9: MADstar compute time for all ASes of the scenario
iran. Averaged over ten 5-minutes snapshot processing.
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Figure 10: Impact of the window size on the compute time of
MAD and MADstatic anomaly scoring for the scenario iran.
Averaged over ten 5-minutes snapshot processing.

C.4 Impact of BGPStream provider and route
collectors

To investigate the impact of the BGPStream provider and route

collectors selection, we re-run two Internet-scale anomaly detec-

tions and compare the anomaly scores. In Figure 11, the dashed line

show the anomaly scores obtained by replacing PyBGPStream with

our own implementation PyBGPKITStream, as well as by adding

two large collectors from the RouteViews project (route-views2 and

route-views.linx). In both cases the curves almost perfectly overlap,

showing that MADBGP results are not heavily impacted by the

BGPStream provider and route collectors selection.
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Figure 11: Impact of the BGPStream provider and the selec-
tion of route collectors on anomaly scores. For two scenarios,
we show the results presented in the paper (using PyBGP-
Stream and RIS collectors), as well as the results when adding
2 RouteViews collectors (route-views2 and route-views.linx)
and using PyBGPKITStream.
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